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NO.1 An administrator deploys an AP at a branch office. The branch office has a private WAN circuit
that provides connectivity to a corporate office controller. An Ethernet port on the AP is connected to
a network storage device that contains sensitive information. The administrator is concerned about
sending this traffic in clear-text across the private WAN circuit.

What can the administrator do to prevent this problem?

A. Enable AP encryption for wired ports.

B. Redirect the wired port traffic to an AP-to-controller GRE tunnel.

C. Convert the campus AP into a RAP.

D. Enable IPSec encryption on the AP's wired ports.

Answer: D

NO.2 Refer to the exhibit.

Enforcement:
Name: Enterprise Enforcement Policy
Description: Enforcement policies for local and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:
Rules Evaluation Algorithm: Evaluate all
Conditions Actions
1. (Tips:Posture EQUALS Healthy (0)) [RADIUS] EMPLOYEE_VLAN, [RADIUS]
AND (Tips: Role MATCHES_ANY Remote Worker Remote Employee ACL
Role Engineer
testqga)
AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
2. (Tips:Role:EQAUALS Senior_Mgmt) [RADIUS] EMPLOYEE_VLAN
AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday
3. (Tips:Role EQAUALS San Jose HR Local) [RADIUS] WIRELESS_GUEST_NETWORK
AND (Tips:Posture EQUALS Healthy (0))
4. (Tips:Role EQUALS [Guest]) RestrictedACL

AND (Connection:SSID CONTAINS guest)
5. (Tips:Role EQUALS Remote Worker)
AND (Tips:Posture NOT_EQUALS Healthy (0))

Based on the Enforcement Policy configuration, when a user with Role Engineer connects to the
network and the posture token assigned is Unknown, which Enforcement Profile will be applied?

A. RestrictedACL

B. Deny Access Profile

C. Remote Employee ACL
D. EMPLOYEE_VLAN

E. HR VLAN

Answer: B

Explanation:

Because posture token is unknown it doesn't match rule 1 even though he has the role engineer.
It does not match any of the others due to the engineer role.
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Hence, it will be assigned the default role of [DenyAccess]

NO.3 An administrator wants to implement bandwidth limits for guest users to restrict their Internet
usage. On the Mobility Master (MM), where would the administrator define these limits?

A. Firewall policy
B. 802.1X policy
C. User role

D. AAA policy
Answer: A

NO.4 Refer to the exhibit.

Switch-1# show linl-keepalive

Status and configuration — UniDirectional Link Detection {(UDLD)

FEespalive BRetries : 4
Fespalive Interval : 5000 ms
Fespalive Mode : forward-then-verify

FPhysical Feepalive Adjacent UDLD
Port Enabled Status Status Switch VLAN
AZ3 Yes up failure J0fd45-653ae5 untagged

Switch-1 and Switch-2 connect on interface A23. The switches experience a connectivity issue.

The network administrator sees that both switches show this interface as up. The administrator sees
the output shown in the exhibit on Switch-1.

What is a typical issue that could cause this output?

A. mismatched IP addresses on the VLAN for the link

B. an issue with queuing, caused by mismatched QoS settings

C. a hardware issue, such as a broken cable

D. asymmetric routing introduced by a routing configuration error

Answer: C

NO.5 An administrator configures an ArubaOS-Switch for per -user tunneled node. Which protocols
does the switch use to establish and maintain a connection with the Aruba Mobility Controller (MO?
(Select two.)

A. GRE

B. SSL

C. IPSec

D. PAPI

Answer: AD
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NO.6 What must an OSPF router do when it receives a link state update?

A. It must initiate a graceful restart timer.

B. It must run the shortest path first algorithm.

C. It must re-establish adjacency with its Designated Router and Backup DR.

D. It must participate in a new election for the Designated Router and Backup DR.

Answer: B
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