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QUESTION NO: 1

F=RETTVT—2a 0BHZE/ETRS ICWebApp1 ZHBRTHHLEN HYET,
RITINRE2DOT V23R ENTIA?FATFIhOEREY 1—>3 > 0—HERL
TWET,

ECENTROEL VERRICEIARAS D NOMENFHYET,

ANTIY OEREZTY 7O—RLET,

B.HTTPS OnlyZ7’ORNJNEEZFICLET,

CE/IMTLSN—23a > 7ORILREZ12IERELET,

D.App Service 7’ Z > DI HFEEELE T,
EZEUVTATNIAE7ORNILZEEZAVICLET,

Answer: B E

Explanation:

Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-
mutual-auth

Topic 1, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time
as you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete
all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each
question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next sections of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements. If the case study has an All Information tab, note that the information
displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20
employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-
4a39-8cfc-

3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com.
The tenant contains the user objects and the device objects of all the Litware employees and
their devices. Each user is assigned an Azure AD Premium P2 license. Azure AD Privileged
Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.
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Name Type Description
A group that has the Dynamic User membership type,
. contains all the San Francisco users, and provides
Grpd Secuitygroup access to many Azure AD applications and Azure
resources.
% A group that has the Dynamic User membership type and
Groupz Security group contains the Chicago IT team

The Azure subscription contains the objects shown in the following table.

Name

Type

Description

VNet1

Virtual network

VINet1 is a virtual network that contains
security-sensitive IT resources. VNet1
contains three subnets named Subnet0,
Subneti1, and AzureFirewallSubnet.

VMO

Virtual machine

VMO is an Azure virtual machine that runs
Windows Server 2016, connectsto
Subnet0, and has just in time (JIT) VM
access configured.

VM1

Virtual machine

VM1 is an Azure virtual machine that runs
Windows Server 2016 and connects to
SubentO.

SQLDB1

Azure SQL
Database

SQLDB1is an Azure SQL databaseon a
SQL Database server named
LitwareSQLServer1.

WebApp1

Web app

WebApp1 is an Azure web app thatis
accessible by using https://litwareinc.com
and http://'www litwareinc.com.

Resource Group1

Resource group

Resource Group1is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2

Resource group

Resource Group2 is a resource group that
contains shared IT resources.

Azure Security Center is set to the Free tier.

Planned changes

Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.
AKS1 ?:EFS% SHbeHcie SaeTiee A managed AKS cluster

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by
using a permanent eligible assignment.
* Users must be prevented from registering applications in Azure AD and from consenting to
applications that access company information on the users' behalf.
Platform Protection Requirements
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Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin
Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect
to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the
managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure
Security Center.

QUESTION NO: 2

Group1DIDB RV TV L AER Z/RIEIHBEN BN KT,

HBIEFEMZETINENDN?

AXN—=29 7T ) —)LZEGrouptlZBIILE T,

B.Group1ZHIBRL £J . Office

365MDX Y IN—2Y T RATEFEDOGroup 1 EVSEFOFLWVWIIIL—T=2ERLET. T
— 71— —EFNA AZEMLET,

C.Group1DAVN—=2 Y TIL—ILEZELE T,

D.Group1D X N—2 Y T RATZEN) B TEKRMIEBELERT, BRBXN—V T %
B22200T7IN—TZERLET, ILVLWIIL—TZGroup1lZEML £,

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and
their devices must be members of Group1.

The tenant currently contain this group:

Name Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

access to many Azure AD applications and Azure
resources.

Group1 Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-
create-azure- portal

QUESTION NO: 3

EFIVTFAERAZERZRIEILTVR L ZRFEITIXEN B ET,
BRAICAZTNETTAH?
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B.Security Center & Microsoft Cloud App SecurityZ &L £ 9,

C.Security CenterDfit& R EZBEICT Y TIL—RLE T,
D.EXF1UTAEER—DIV—VAR—ABHZEELET,

Answer: C

Explanation:

The Standard tier extends the capabilities of the Free tier to workloads running in private and
other public clouds, providing unified security management and threat protection across your
hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities,
which uses built-in behavioral analytics and machine learning to identify attacks and zero-day
exploits, access and application controls to reduce exposure to network attacks and malware,
and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure
Security Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

QUESTION NO: 4

I—H—HAVMOIZT VEATER L ZBRIBDMENHYET, YD1—23 @75y
N7 —LRBEEHZBLELTVBRENf BYVET,

HBIEMAETEINEDL?

A.VMO0%Z Subnet1 [CBEL £ 9,

B.77AT0A=)IT, XKYRND—ORNT T4V 074N RIVITI—ILEZBELET,
C.RT1% AzureFirewallSubnetl—Z|V) HTE T,

D.77AT7J#—)LT, DNATI—ILZEHKL ET,

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

QUESTION NO: 5

T2V RT7A—LRBEEHZELTICIE, Rolel ZERTALENHYET,
Role1 DO—IEREEDLSICETTRILBEN BV EITH?

EETZICE. BFEGETEYEAT a2 EBRLTKEEL,

AR ELVERIELC1IRA MY RFEEIET,
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{
“Name™ : “Rolel”,
“Id~: *11111111-1111-1111-1111-111131111311111*,
“"IsCustom” : true,
“"Dascription”: “WM storage operator”
“Actions” : [
v v
“Microsoft Compute/ disks/™,
‘Microsoft Resources/ simagaﬂccoms!"
"Microsoft Storage/ vituaiMachines/disks™,
] L]
“"NotActions”: [
|
“AssignableScopes” : |
v
. submpnms 43894a43-17c2-4a39-8cfc-3540c2653¢f4 tt'_!vﬂlICI:Grutpi Rcsmct G.roq:tl'
*/subscriptions'43894a43-17c2-4a39-8cfc- 35402653 ef4
1
}
Answer:
{
“WHame " 3 “'R:D].El",
“Id~: *11111111-1111-1111-1111-111111111111",
wIsCustom” : true,
“pascription”: “WM storage operator”
“Actions” : [
v v
“Microsoft Compute/ | Jdisks/™
“Microsoft Resources!/ simagaﬂccom -
"Microsoft Storage/ mﬂuaﬂ-llachmesfdisks"',
1,
“"NotActions™: [
).
“AssignableScopes” : [
v
I_ submphons 43894a43-17c2-4a39-Scfc-3540c2653cf4 rcﬂuie&m E:sgtn:_c @m:pl' ]
*/subscriptions 4389473 T7c2-4a39-8cfe- 3340c 265 3efd
1
}
Explanation:
1) Microsoft.Compute/
2) disks
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3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group Id}
A new custom RBAC role named Role1 must be used to delegate the administration of the
managed disks in Resource Group1. Role1 must be available only for Resource Group1.

QUESTION NO: 6
T—=RETTIVT—2a20EREHIZTLSICSQLDB1Z BRI A2 BEN B ET,
EDIDOTIYIAVEIBELCLRTIDCCZHBOLEIA 2EETEITSICE. BYUKTY
32T O0AVOVARNYSEZFEIVT7ICBEHL, ELVEFRICEXNET,

Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1. ;

[

In SQLDB1, create contained
| database users.

| Connect to SQLDB1 by using
Microsoft SQL Server Management
| Studio (SSMS). @

O

In Azure AD, create a system-assigned |
managed identity.

In Azure AD, create a user-assigned
managed identity.

Answer:
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Actions Answer Area
[ T e SR R
| From the Azure portal, create an [ From the Azure portal, create an
| Azure AD administrator for L Azure AD administrator for
| LitwareSQLServer{. |! LitwareSQLServer1.
__________________ S ks =5 Een = = RLp == San TS EeRlisrs g
P - B T D Y T T
: In SQLDB1, create contained ] |
:ldatabase users. §! Connect to SQLDB1 by using
L . : Microsoft SQL Server Management

| Studio (SSMS).

i
{ Connect to SQLDB1 by using
[ Microsoﬂ SQL Server Management |@

.-

N
|
|
|
|

Explanation:

;
I

i| In Azure AD, create a system-assigned : [
Il managed identity.

|

S ——

[
In Azure AD, create a user-assigned |
managed identity. i

In SQLDB1, create contained
database users.

From the Azure portal, create an Azure AD administrator for LitwareSQLServer1 Connect to
SQLDB1 by using SSMS In SQLDB1, create contained database users
https://www.youtube.com/watch?v=pEPyPsGEevw

QUESTION NO: 7
T72YRNTA—LRBOEHKHZFLTICIE., Microsoft
Antimalwarez RE T2 HLEN HVET,
HBLEFMZETEINEN ?2EETRICE. BFEIVT7TEYEATa>E2BRLET,
A FTNFIAOELVBRICEIRA D NOMENHY) ET,

Create a custom policy definition that has effect set to:

Answer:

Create a policy assignment and modify:

v

Append
Deny
DeploylfNotExists

The Create a Managed |dentify setting
The exclusion settings
The scope
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Create a custom policy definition that has effect set to: v

Append

DeploylfNotExists |

Create a policy assignment and modify: \ V'|

The Create a Managed Identify setting
The exclusion settings

_____ -

Explanation:
1. DeployifNotExists
2. Scope

QUESTION NO: 8
T7Z2YRNTA—LAREBEOBHEZBLEITICEK, AKS1 ZEF 7O TIHMEN HYFET,
EQDA4DDFT IV AVZEIEFBICETIDLEN HYEITH?

B&TBICE, BOETO>avaTo>aYy

DAY SEZEEFHICBEL, EULVIERICENET,

AE  EBOBRBEEERDYEFET, EROBRBOPASENEZBIRLTE, SR NE
ENET,

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

Answer:
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Actions Answer Area

Deploy an AKS cluster. Create a server application.

Create a client application. Create a client application.

Create a server application. | “ Deploy an AKS cluster.

Create an RBAC binding.

‘ Create an RBAC binding.

Create a custom RBAC role.

Explanation:

Create a server application.

Create a client application.

Deploy an AKS cluster.

Create an RBAC binding.

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD
credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services)
cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are
created. The first application is a server component that provides user authentication.

Step 2: Create a client application

The second application is a client component that ' s used when you ' re prompted by the CLI
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for authentication. This client application uses the server application for the actual
authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-
binding or cluster role-binding. Roles define the permissions to grant, and bindings apply
them to desired users. These assignments can be applied to a given namespace, or across
the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

QUESTION NO: 9

Azure ADT77V—2a>nBREREOERD ID
TOELAOEHZFBELTVWBR L EERTHILEN HVET,

Azure'J' FNTRAZEATNERIVNTITA?

B&T2ICE, EEEHETEDEAT I EBRLTSEEZY,

SEEELVBIRCEICTIRA MM EEIhET,

To configure the registration settings: v
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

Answer:
To configure the registration settings: | v
Azure AD User settmg_s
Azure AD — App registrations settings
Enterprise Applications — User settings
To configure the consent settings: v
Azure AD — User settings
|Azure AD — App registrations settings__
Enterprise Applications — User settmgs
Explanation:
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To configure the registration settings: v
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent
Topic 2, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time
as you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete
all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each
question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next sections of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements. If the case study has an All Information tab, note that the information
displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch
offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are
associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD
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Contoso.com contains the users shown in the following table.

Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
UserS Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city —match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RGS6.
User2 creates the virtual networks shown in the following table.

Name Resource group

VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4

Sub1 contains the locks shown in the following table.

Name Set on Lock type

Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only

Sub1 contains the Azure policies shown in the following table.
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Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RG5
types
Mot allowed resource networksSecurityGroups RGS
types
Mot allowed resource virtualNetworks/virtualNetworkPeerings | RG6
types
Sub2
Name Subnet
VVNetwork1 Subnet1.1, Subnet1.2 and Subent1.3
VINetwork2 Subnet2. 1
Sub2 contains the virtual machines shown in the following table.
Name Menwork Application security grou Connected to
interface PP group
VM1 NIC1 ASG1 Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASG1 Subnet1.3
VM5 NICS MNone Subnet2.1

All virtual machines have the public IP addresses and the Web Server (11S) role installed. The
firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Name Associated to
NSG1 NIC2
NSG2 Subnet1.1
NSG3 Subnet1.3
NSG4 Subnet2. 1
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureloadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.
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Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirntualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following
table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:
* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.
* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

QUESTION NO: 10
BREORETUser2A'SUb1D EDRBRY RO -V ZEES LVHIRTEZD A 2EETBIC
&, BEEETEYEAT IV EBRLET,

FFNATAOEL VERF1RASAD SOMENBY) ET,

Virtual networks that User2 can modify:

Virtual networks that User2 can delete:

Answer:

v
VNET4 only
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

v

VNET4 only

VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1
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Virtual networks that User2 can modify: v

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: | v

e S ——

[VNET4 only
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only

VNET4, VNET3, VNET2, and VNET1

Explanation:
Virtual networks that User2 can modify: v
VNET4 only
VNET4 and VNET1 only
VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1
Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only
locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource
to prevent other users in your organization from accidentally deleting or modifying critical
resources. You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks
are called Delete and Read-only respectively.

* CanNotDelete means authorized users can still read and modify a resource, but they can 't
delete the resource.

* ReadOnly means authorized users can read a resource, but they can ' t delete or update
the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by
the Reader role.

Scenario:
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User2 is a Security administrator.
Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RGS3
VNET4 RG4

Sub1 contains the locks shown in the following table.

Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete

Lock4

RG3 Read-only

References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-
resources

QUESTION NO: 11
TN=T1ETN=T20 X NN=2y TRATITH?
EETZICE. BFEFETEYEATS a2 EBRLTKEEL,
AE ELLVBRIEIC1RARMIREENRET,
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Group1: v
No members

Only User2

Only User2 and User4

User1, User2, User3, and User4

GroupZ2: v

No members

Only User3

Only User1 and User3

User1, User2. User3, and User4

Answer:
Group1: v
No members
Only User2
Only User2 and Userd _ _ _ _ _
\User1, User2, User3, and User4'
GroupZ2: v
No members
Only User3
OnlyUsertandUser3 =~ ;
User1. User2, User3, and User4
Explanation:
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Box 1: User1, User2, User3, User4

Contains " ON " is true for Montreal (User1), MONTREAL (User2), London (User 3), and
Ontario (User4) as string and regex operations are not case sensitive.

Box 2: User1, User2, User3, User4

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-
membership

QUESTION NO: 12

VNetwork 1 DM BEHZF LT HEN HVYET,
BAICAZITNETTH ?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.

C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: A

Explanation:

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.
References:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

QUESTION NO: 13

Sub2MVM1, VM2, & rVVM3DEF 1 VT 14 ZFHAL TLWE T,
LTOBEAT—RXVRIDVWT, AT—MXVRETHDHERE "EV 2BRLET
o THEADZER., "TLLWR,L ZBRLET,

FENTAOELVERICEIRASA > NOMENSBYET,

Answer Arca
Statements Yes No
From the Internet, you can connect to the web server on VM1 by using HTTP,
From the Internet, you can connect to the web server on VM2 by using HTTP,
From the Internet, you can connect to the web server on VM3 by using HTTP,
Answer:
Answer Area

Statements Yes Neo

.....

From the Internet, you can connect to the web server on VM1 by using HTTP. 9,

From the Internet, you can connect to the web server on VM2 by using HTTP,

From the Internet, you can connect to the web server on VM3 by using HTTP,
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Explanation:
Yes No

From the Internet, you can connect to the web server on VM1 by using HTTP. () (O

From the Internet, you can connect to the web server on VM2 by using HTTP. O O

From the Internet, you can connect to the web server on VM3 by using HTTP.  (7) O

QUESTION NO: 14

User8IZRG4, RG5, B KURGENDFAAAZEO—IILZE|V)HTET,

UserBIFED DY —RATIN—7"THRELZXY NTO—V ENSGEERTEEIHA 2@EZTHICIF
BETVUF7TEYEASaEBRLET,

I FTNFIAOELVBRICEIRAY NOMENHY) ET,

User8 can create virtual networks in: v

RG4 only

RG6 only

RG4 and RG6 only
RG4, RG5, and RG6

User8 can create NSGs in: v

RG4 only

RG4 and RGS only
RG4 and RG6 only
RG4, RG5, and RG6

Answer:
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User8 can create virtual networks in: v
RG4 anly

[RG6 only

RG4 and RG6 only

RG4, RG5, and RG6

User8 can create NSGs in: v
RG4 only

RG4, RG5, and RG6

Explanation:
Box1: RG6 only as there is not option for RG5 & RG6 which it should be.
Box2: RG4 & RG6

QUESTION NO: 15
SUR2D RN VEOZRY ND—UBFICNTDTT7UTr—>3aveFaUF4JIL—7
DIRZFHEL TVET,

UTFOEAT—RAZNIOWT, AT—MXVRHNETH2HEEE "W, ZBRLET
o THEADBZSR., "LLWA, ZBRLET,

E I TNTROEL VEBRICIE1KRS Y MOMEN SV ET,

Statements Yes No
From VM1, you can successfully ping the private IP address of vM4. () O
From VM2, you can successfully ping the private IP address of vm4, (O O
From VM1, you can connect to the web server on VM4. O O

Answer:
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Statements Yes No

From VM1, you can successfully ping the private IP address of vM4. ()

From VM2, you can successfully ping the private IP address of vma.:_(j :

Q |0

From VM1, you can connect to the web server on VM4.

Explanation:
Statements Yes No
From VM1, you can successfully ping the private IP address of vM4. () O
From VM2, you can successfully ping the private IP address of VM4, O O
From VM1, you can connect to the web server on VM4, - O O

Box 1: No. VM4 is in Subnet13 which has NSG3 attached to it.

VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP
traffic is allowed from ASG1.

NSG3 has the inbound security rules shown in the following table.

 Priority | Port lFmtu-c_oI] ~__Source | Destination | Action

| 100 Any | TCP | ASG1 | ASG1 Allnw

150 | Any __| Any |ASG2_ —_| VirtuaiNetwork | Aliow _

200 |Any _ [Any  [Any | Any_ |Deny
I_E&D'DD Ay ANy v:nualr\temnm VirtuaiNetwork | | Allow

| 65001 | Any | Any MumLaadEalanw | Any | Allow
65500  |Any  [Any  [Any [Any  |Deny

Box 2: Yes.

VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASG1. TCP traffic is allowed from ASG1 so VM1 could connect to the web
server as connections to the web server would be on ports TCP 80 or TCP 443.

QUESTION NO: 16

SUb2DREBYZVEDORY RD—VBEOEF1I )T 1 ZFELTVWET,
LTOBEAT—RXVRIDVWT, AT—MXVRETHDHEE "EV 2BRLET
o THEADZER., "TVLLR,) ZBRLET,

FFNATIAOEL VERIZEIRSAD SOMENBY) ET,
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Answer Area

Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O O

From VM1, you can successfully ping the private IP address of VM3. O

From VM1, you can successfully ping the public IP address of VM5. O O

Answer:

Answer Area

Statements Yes No

From VM1, you can successfully ping the public IP address of VM2. O 'm(_j_)’
From VM1, you can successfully ping the private IP address of VMS.ECE : O
From VM1, you can successfully ping the public IP address of VM5. ;_Q_' O

Explanation:

Yes,

Yes

No

QUESTION NO: 17

User2A'PIMZRKETED L ZHRIBDMENf BV ET,

RUICAZITNETTH?

AUser2lC7O—NILEBEO-INZEV)HETET,

B.contoso.comDFRIEHFEZEHL £7 .

C.contoso.com®@IDEF 17 AOAT7ZBHL£T,

D.User2 O ZEXRFIF (MFA ) ZBRICLET,

Answer: D

Explanation:

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example,
@yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for
a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged ldentity Management
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(PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-
management/pim-getting- started

Topic 3, Fabrikam inc

This is a case study. Case studies are not timed separately. You can use as much exam time
as you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete
all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next section of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment, and
problem statements. If the case study has an All Information tab, note that the information
displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices
in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.
Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.
The network contains an on-premises Active Directory domain named Fabrikam.com. The
domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect
cloud sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.
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()

Tenant Root Group

Subscription1

The Azure Active Directory (Azure AD) tenant contains the users shown in the following

v

fe)

MG1

v

v
r -
54

(N
RG1

table.
Directory-
Name Type Role Delegated to
synced

Userl User Yes User None

Admini User NG User‘Aa.:cess Tenant Root
Administrator Group

; S it

Admin2 User No Y MG1
administrator

Admin3 User No Contributor Subscriptionl

Admin4 User No Owner RG1

Groupl Group No Not applicable | None

Azure AD contains the resources shown in the following table.
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Name Type Setting
Users in the finance department
: . . must use multi-factor authentication
CAPolicyl Conditional access policy (MES) whienacesssing Migrosalt
SharePoint Online
Sentinell Azure Sentinel workspace | Not applicable
SecPoll Azure Policy definition Security contiguration Torvircal
machines
Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.
Name Subnet Location Peer
VNET1 Subnetl, Subnet2 | West US VNET2, VNET3
VNET2 Subnetl Central US VINET1, VNET3
VNET3 Subnetl West US VNET1, VNET2
Subscription1 contains the network security groups (NSGs) shown in the following table.
Name Location
NSG2 West US
NSG3 Central US
NSG4 West US
Subscription1 contains the virtual machines shown in the following table.
Name Operating system Location Connected tor Associated NSG
VM1 ;“S;‘SQWS SRS West US VNET1/Subnetl | None
VM2 CentOS-based 8.2 West US VNET1/Subnet?2 NSG2
VM3 ;‘g?g“m e Central US | VNET2/Subnetl | NSG3
VM4 ;J;;:tféewer West US VNET3/Subnetl | NSG4
Subscription1 contains the Azure key vaults shown in the following table.
Name Location Pricing tier Private endpoint
KeyVaultl West US Standard VINET1/Subnetl
KeyVault2 Central US Premium None
VNET1/Subnetl,
KeyVault3 East US Premium VNET2/5ubnetl,
VNET3/Subnetl

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements
Planned Changes
Fabrikam plans to implement the following changes:

* Create two application security groups as shown in the following table.
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Name Location
ASG1 West US
ASG2 Central US

* Associate the network interface of VM1 to ASG1.

* Deploy SecPol1 by using Azure Security Center.

* Deploy a third-party app named App1. A version of App1 exists for all available operating
systems.

* Create a resource group named RG2.

* Sync OU2 to Azure AD.

* Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

* The finance department users must reauthenticate after three hours when they access
SharePoint Online.

* Storage1 must be encrypted by using customer-managed keys and automatic key rotation.
* From Sentinel1, you must ensure that the following notebooks can be launched:

* Entity Explorer - Account

* Entity Explorer - Windows Host

* Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.

QUESTION NO: 18

JTVMT7 VA ZRETHEZFTELTVET, EQRBYI NIV R—KEnETH?
AVM1E R VVM3ID &

B.VM1, VM2, VM3, B &TVM4

C.VM2, VM3, & KT'VM4D

D.VM1®D &

Answer: A

QUESTION NO: 19

RN EEHZF/LTICE, storage1 ZBEFILTEIHXEN HWET, EOF—R—I)LNEHE
ATEXRINL?

A.KeyVault1® &

B.KeyVault2& & O'KeyVault3 D &

C.KeyVault1® & T'KeyVault3 M

D.KeyVault1KeyVault2# & U'KeyVault3

Answer: B

Explanation:

The storage account and the key vault must be in the same region and in the same Azure
Active Directory (Azure AD) tenant, but they can be in different subscriptions.

Storage1 is in the West US region. KeyVault1 is the only key vault in the same region.
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Reference:

https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview

QUESTION NO: 20
ASG1E L TASG2DFTEIE N EEZRELKRT,

EDNSCTASGIZHERATERIT . oo EDRENS

AZASG2IZEN) HTRENTEERTDL?

Answer Arca

MNSGs:

Virtual machines:

Answer:
Answer Area

MNSGs:

Virtual machines:

Explanation:

JORYNIT=D042 =714

NSG2 only
MNSG2 and NSG4 only
MNSG2, NSG3, and NSG4

VM3 only

VM2 and VM4 only

VM1, VM2, and ViM4 only
VM2, VM3, and VM only
VM1, VM2, VM3, and VM4

SH2-oBlY— — — — o
NSGZ and NSG4 only .
NSG2, NSG3, and hS5G4

VM3 only

VM1, VM2, and VM4 only |
VM2, VM3, "and VM only”
VM1, VM2, VM3, and VM4

Graphical user interface, text, application, chat or text message Description automatically

generated
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NSGs: v

NSG2 only
NSG2 and NSG4 only
NSG2, NSG3, and NSG4

Virtual machines: v

(VM3 only

VM2 and VM4 only

VM1, VM2, and VM4 only
VM2, VM3, and VM4 only
VM1, VM2, VM3, and VM4

QUESTION NO: 21
RG2OERERGINERNEBRZEEIDILEN BV KT, EQOI—Y-—HNERAVER]T
TEXRIA?EEIBDICE, AEREATENEAT a2 EZRRUET, i ELVERR
ThTNIRAD NOMEAHY RS

Create RG2 *
Admin3 only i

Adming and Admin3 r..uw? J

Admin3 and Admind only

Adming, Adming, and Admind only
Admin, Adming, Admind, and Admind

Marage G permissns:
Admind only

Admin1 and Admipd ondy

Admir3 and Admi_} only

Admin Admin, and Admind ondy

Admin, AdminZ, Admin3, and Admind

Answer:
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e
| {Admin3 only | R

TAdminZ and Admin3 only

Admin3 and Admind only

Adming, Adming, and Admind only
Admin, Adming, Admnd, and Admind

Manage RG1 permissions:

Indmind only .

Admin and aﬂ.-:lmr;f ondy

Admind and Admi_J only

Admin] Adming, and Admind only
Admin, Adming, Admind, and Admind

Explanation:
Graphical user interface, text, application, chat or text message Description automatically
generated

Create RGZ2: v

Admin3 only

Admin2 and Admin3 only

Admin3 and Admin4 only

Admin2, Admin3, and Admin4 only
Admin1, Admin2, Admin3, and Admin4

Manage RG1 permissions: -

[Adminal only
Admin1 and Admin4 only
Admin3 and Admin4 only
Admin1, Admin2, and Admin4 only
Admin1, Admin2, Admin3, and Admin4

Box 1: Admin3 only

The Contributor role has the necessary write permissions to create the resource group.

Box 2: Admin4 only

You need Owner level access to be able to manage permissions. The Contributor role can do
most things but cannot modify permissions on existing objects.

QUESTION NO: 22

BTN EEHZRETICE. AzureSentinel /— N7 Y VD HR—NEBRITIHVENHV) E
9,

MERZAzure 1T F—L A KM &AzureMachine

LearningD —J AR—ADFPHIEFEWVW DTITH ?
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Container registries: v

w N = O

Workspaces: v

w N = O

Answer:
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Container registries: v

E =

WiN =IO

Eocoind

Workspaces: v

Explanation:
Table Description automatically generated with medium confidence
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Container registries: v

D | N | = S

Workspaces: v

w N = O

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

QUESTION NO: 23

OU2&User iR L TRTBEIE NI EEZRITIDHXEN BV ET,
ENOYV—)2Z2ERATRIVENBYERIHA?EADICE. BYEY—ILZELVWIY—RICR
ZYILET. BY I, 1EFEATRICEE, BRERKATAIEE, £21<FEAL
BVWCEETEERT, AVTUVERTIDICE. ZEIN—ERAVEATRZYITTBH,
AVO-ILT2RENHZIBEENBUET,

Z EULLVBREZNTENAIRA NOMEA BV ET.
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Tools Answer Area
The Azure portal ouz: Tool
Azure AD Connect Userl: Tool

The Active Directory admin center
Active Directory Sites and Services

Active Directory Users and Computers

Answer:
Tools Answer Area
ri;;e_jﬂ\z__uge_[:o_r—teil— _— _—:: _— __ _— __ :: ou2: : Azure AD Connect :
_A;u:e _AD_ C_cur'-_ne_ct _________ ' Userl: : The Azure portal '

Explanation:
Table Description automatically generated

Ou2: Azure AD Connect
Userl: | The Azure portal

QUESTION NO: 24

VM4 A (Z AzureDisk

EncryptionZ 8K T2 FETT. BT —EBMIDLOICEATEDF—KR—IILNFE
ncgh?

A.KeyVault1

B.KeyVault3

C.KeyVault2

Answer: A

Explanation:

The key vault needs to be in the same subscription and same region as the VM.
VM4 is in West US. KeyVault1 is the only key vault in the same region as the VM.
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

QUESTION NO: 25
MBHBAOI—F—ORNEHZRI-ILENBET,
EDCAPOlicy 1 REZEETIXREN B ETH?
AVSIORTTZVERERT O3>

B.& M

C.it5&

D.Ev>3a>

Answer: D

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-session- lifetime

QUESTION NO: 26

Azure Security Center?* 5, SecPol1Z 77’ O4 T2 MHENHVET,
HBLEFRACAZITXNETTH ?

A.AzureDefenderz BEMICLE T,

B.AzureBB I I —7ZERLE T,

CAZITFTEERLET,

DM AT I AR—NEBELET,

Answer: B

Reference:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security-center/custom-
security-policies.md
https://zimmergren.net/create-custom-security-center-recommendation-with-azure-policy/
Topic 4, Fabrikam, Inc.

Case Study

Overview

Existing Environment

Network Environment

Cloud Environment

Sub1 Resources

Fabrikam, Inc. is a consulting company. The company has a main office in New York City
and branch offices in Amsterdam and Singapore.

The on-premises network contains a datacenter in each office.

Fabtikam has two Azure subscriptions named Sub1 and Sub2 and a Microsoft 365
subscription that includes Microsoft 365 E5 licenses.

All the subscriptions are linked to a Microsoft Entra tenant named fabrikam.com that contains
the identities shown in the following table.
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Azure role assignment

Name Type Microsoft Entra role
for Sub1
Privileged Authentication | Resource Policy
Admin User e ST e :
.-1'-.|.'.‘rr“|r‘.|$..r.a.|:.-r Loninburor
; . . User Access
Adming | User Comphance Admimistrator E L A
Administrator
= Authentication - :
Admind | User i Contributor
Administrator
Admind Lser Giobal Administrator MNone
gerd Lser Mone Header
LR '\:ﬂi_é cir %
i. KF‘.I ¥ _'IIEI 5-_ I.'_.-;I T'IE'D |l|l.,||.1_'-.||.—' .ﬂ'.'l.\.'}.r'!,_—"
managed identity
lilcar- o =
P WSEM-assined : s
{1 g MNone None

managed identity

The tenant contains the groups shown in the following table.

MName Type Role assignments allowed
Groupl | Secunty Yes
Group2 | Secunty No

Group3 | Microsoft 365 | Yes
Groupd | Microsoft 365 | No

All devices are enrolled in Microsoft Intune.

Sub2 Resources

Sub1 contains a resource group named RG1 that contains the resources shown in the
following table.

Name Description Location
SQLServer1 | Azure SOL Database logical serve East LS
5QLdb1 Database on SQL5erver] East US
VM1 Virtual machine East LIS
AKST Azure Kubernetes Service (AKS] cluster | East US
Registry1 Azure container registry East US
ctorage | storage account tast US
AKXV Azure key vault East US

SQLServer1 uses Microsoft SQL Server authentication.

Sub1 has an Azure Web Application Firewall (WAF) named WAF1 that has the following
types of rule sets:

* Bot Manager 1.1

* Azure-managed Default Rule Set (DRS)

Sub1 has the following compliance standards assigned in Microsoft Defender for Cloud:
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* MIST SP 800-53 Rev. 4

* Microsoft cloud security benchmark (MCSB)

* System and Organization Controls (SOC) 2 Type 2

Planned Changes and Requirements

Planned Changes

Sub2 contains a resource group named RG2.

Fabtikam plans to implement the following changes:

* Deploy the following key vaults to RG1:

0 AKV2 in the West Europe Azure region

0 AKV3 in the Central US Azure region

0 AKV4 in the East US Azure region

* Deploy the following key vaults to RG2:

0 AKV5 in the East US region

* Configure VM1 to read data from storage1.

* Create function apps that have the following hosting plans:

o Fa1: Flex Consumption hosting plan

o Fa2: Consumption hosting plan

o Fa3: Dedicated hosting plan

* For WAF1, implement rate limiting rules based on the request location.

* Enable the NIST SP 800-53 Rev. 5 compliance standard in Defender for Cloud.

* Create a new storage account named storage2 that supports Azure Table storage.
* Enforce multifactor authentication (MFA) when database administrators access SQLdbl.
* Implement ExpressRoute circuits to the on-premises network as shown in the following
table.

Name Location Deployment type
ER1 West Europe ExpressRoute with a connectivity provider
ER2 | WestEurope | ExpressRoute Metra with a connectivity provider
ERS ast Us Expressioute Lirect
ER4 Southeast Asia | ExpressRoute Metro Direct

* For RG1. create a new Privileged Identity Management (PIM) eligible role assignment that
assigns the Contributor role to supported groups.

Technical Requirements

Fabrikam has the following technical requirements:

* If VM1 is deleted, the permissions for VM1 must be removed automatically.

* The AKS1 managed identity must only be able to pull images from Registry1.

* The ID1 managed identity must be able to push images to and pull images from Registry 1.
* All the data in the storage accounts must be encrypted by using Fabrikam-managed keys.
* All outbound traffic from the function apps to the on-premises network must use
ExpressRoute circuits.

* ExpressRoute connectivity between the on-premises network and the Azure environment
must be encrypted by using Layer 2 or Layer 3 encryption.

QUESTION NO: 27
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Defender for Cloud

DFBEEIhEZEEZRRKTDICE., I—"H—ICEETIHLENHBYEXT,
VD)1= 3 R3RPMMERORRICHES RENHYET,
EQOI1—HY—ZBIRIXNETL&SH?

A BEEE1

B. EEE2

C. B E3

D. BB E4

Answer: B

QUESTION NO: 28

WAF1 ICR U CRTBEE N EEEZRETHIHLEN SV ET,
VI1—2 3 3 EBOFEHZHRNDIRICHNAZHEN HB
MEINETLLDIN?

A. Azure R —&EKLE T,

B. Azure EE D DRS #2ZEL £ 9,
C.HAZRALINL—=I)IZEMLET,

D. Bot Manager 1.1 JL—JL Y NZZEEL &,
Answer: C

QUESTION NO: 29

SQLdb1 ICX L CEHEE N ZEEZRRKITBIHEN BV ET,
ETINE 2

DOTO2IAVRENTITHL, ThENOEREIBARARO—HLZRLTVET,
SEEELWVBIRCEICIRA MAEEEIET,
AdVTSAT ARV —RERKLET,

B. SQLServer1 ® Microsoft Entra 52ifZ K L £ 7,
CRUYNETIOEARI—ZERLET,

D. SQLdb1 O 1—H—Z|W)HETIXZXR—JRIDZEBHLET,
E.SQLdb1 O 7 ITFL—>3>2 OTA4T7>NID ZBHLET,
Answer: B C

QUESTION NO: 30

BEWMEGZBLETICE, AKS1HKRT IDINER—J RID

ERBETILENHYVET, YV1—-—>32R, HRMERORAICHSBEN B ET,
EIDICEODO-IZE)ETHIHENHYEXITH?

EETZICE. BFEETEYEATS a2 EBRLTKEEL,

AR ELVEBRIELCIRA MY RFEEIET,
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Answer Area

AKS1 I AcrPull b '

AcrPush

. Contributor
COwner
Reader

1o1: [A-::rF‘ush ""j
AcrPull
Contributor
Owner
Reader

Answer:
Answer Area

AHE-‘I:.EUPHLL gt —'i
I

TASrPush T T T
Contributor
Cwner
_F'.eader

I01: [Ach‘ush *"J
AcrPull
:
Cantributor
Owner
Feader

Explanation:
Answer Area

AKSY AcrPull b

ID1:  AcrPush i
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QUESTION NO: 31

VM1 A" storagel IC 7V EZATEBDELDIZ, FTEEhIEEEZRETIHLEN HUET,
VD1—2 3 3ENEHZBGLLTVRRENHYET,
FIMEITXNETLLSH?

A VM1 TOATLEIHETINZ—RIDZEBRLET,

B.IDI1D7IFL—23> IDERBEHRZBELFT,
CANL—1ICAML—2BLOBF—X V=X —O—-)LZ2&VWHTET,
D.VM1ICID1Z &IV HTE T,

E. storage1 ICO—JLEIY) S TEHRHEZEMLET,

Answer: A

QUESTION NO: 32
FHEAF OExpressRouteREICE L ERES{EY ) 1—2 3 2 #HRIDIHLEN HYVET, V
1= 3 3 EMNEGZBLEIXLENHYET,
BREEILOEE LIZE D ExpressRoute B ZHEBITNIELVWTTH?
BZF2ICE. EEEGTEDEATa>EBRLTSEETY,
EEEULVBIRCEIC1IRA M IEEhET,

Answer Area

Layer £ encryption: ] ER3 and ER4 only - [
ER1 only
ER3 only
ER1 and ERZ only
ER2 and ER4 anly
ER3 and ER4 only

Layer 3 encryption: | ER1, ER2, ER3, andER4 | ¥ |
|ERT only
ER3 only
ER1 and ER2 only
ER2 and ER4 only
ER3 and ER4 only
ER1, ER2, ER3, and ER4

Answer:
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Answer Area

Layer 2 encryption: | ER3 and ER4 only ]
ER1 anly
ER3 only
ER1 and ERZ only
LER2 and ER4 only

| ERS and ER4 only |

Layer 3 encryption: | ER1, ER2, ER3, and ER4 ¥ |
ER only
ER3 only
ER1 and ER2 only
ER2 and ER4 only
ER3 and ER4 anly

| ER1, ER2, ER3, and ER4 N |

Explanation:
Answer Area

Layer 2 encryption:  ER3 and ER4 only

Layer 3-encryption: ERT, ER2, ER3, and ER4

QUESTION NO: 33

F— A0 TF—ICRUTFEENLEZEEZRELET,
AKVINY OTY 7T Z2EDF— AT FT—ICERATEETRITH?
A. AKV4 D &

B. AKV3 & AKV4 D

C. AKV4 E AKV5D M

D. AKV2, AKV3, AKV4® &

E. AKV2, AKV3, AKV4, & KT'AKV5

Answer: C

QUESTION NO: 34

SQL1& WS BRI M Azure SQL Databasett—/N\—A"&H V) £,
SQL1®MAdvanced Threat

ProtectionZB#ICL T, IXTOERBKRERA T Z2RETDFETT,
Advanced Threat Protectionld BHE L TEDT U3 #RHLETH ?
A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

-
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C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

Answer: B

Explanation:

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when
an active exploit happens against an identified application vulnerability to SQL injection. This
means the attacker is trying to inject malicious SQL statements using the vulnerable
application code or stored procedures.

References:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

QUESTION NO: 35

Microsoft Defender for Cloud D W AR L RV — A ZTFF T 2RBEITDFETT,
HIROY 9 &2F2IXTOVY—RA TIN—T%2BRTI2LENHYET,

RIS —EBRFREDLSICETINEIVWTL &S H?

BZ&F2ICE,. EEEGTEDEATa > EBRLTSEETL,
EEULKBRTIZDETICIRA NOMENHY) ET,

Answer Area

‘policyRule™: {

"flald®: “typa”®,
"eguals™: WMicrosoft Resources/subscriptions bt
Microsoft. Resources/subscriptions/resourcelroups’
“ehan™ s G B i
- resourceGroups
“effect”: TauditIfMotExists”,
"detalls™: {
“type~: "Microsoft.Authorization/locks”,
existenceCondition” | @
- z ! d c Ht -
operations”
value'
"field”: "Microsoft.Authorization/locks/level”.

“"equals”": “"CanliotDelete”

Answer:
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Answer Area
"policyRule®: {
g ¢
"field": “type”,
"equals": “Microsoft Resources/subscriptions” -
) “Microssft.Rescunces/subsonipgtions”
I #
I Microsoft.Resources/subscnptions/resourceGroups”
i Lk F e i R i e e e e T e e e
Thn L “resourceGroups”
"effect”: “auditIfMotExists”,
"details”: {
“type”: “Microsoft.Authorization/locks”™,
_"eistenceCondition” | Y 1 {
] "=astenceCondition”
ToErathomT T T T
“yalue” ) f
"field™: "Microsoft.Authorization/locks/level”.
“equals”: “CanbotDelete”
1
}
Explanation:

A screenshot of a computer Description automatically generated

AZ-500J real materials, AZ-500J guide question, AZ-500J exam dumps
https://examsforall.lead2passexam.com/Microsoft/valid-AZ-500J-exam-dumps.html



https://examsforall.lead2passexam.com/Microsoft/valid-AZ-500J-exam-dumps.html

AZ-500J Real Braindumps Materials are Definitely Valuable Acquisitions - Lead2PassExam

Answer Area

“policyRule®: {
"if": {
“field*: “"type",
“equals”;

b

"then": { “resourcelzroups”
“"effect”: “auditlfNotExists"®,
“details": {
"type”: "Microsoft.Authorization/locks"™,

v .

"existenceCondition”

“operations’
“value”

"field”: "Microsoft.Authorization/locks/level™,

"equals”: "CanNotDelete"
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